
Unlock the Potential of Smart Metering 
with Cellular LPWA

Replacing traditional meters with new, cellular-connected smart meters 
lets water and gas utilities reduce meter-reading costs, save resources, and 
enhance customer service, while protecting data and maximizing up time, 
even during emergencies. Sierra Wireless offers a complete solution for 
cellular AMI, so utilities can reduce time-to-market, simplify deployment, 
and keep operating costs low.

Deploying on a cellular network lets water and gas utilities 
quickly and cost-effectively achieve the benefits of AMI, 
including increased efficiency, enhanced security, and 
better customer experiences.
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To support modernization and prepare for future increases in demand, many of 
today’s water and gas utilities are upgrading to an Advanced Metering Infrastructure 
(AMI), using an integrated system of smart meters, communications networks, and 
data-management systems to enhance operations. The AMI’s ability to provide real-
time usage data to the backend system yields a number of important benefits, in 
terms of operating efficiency and customer service. 

IMPROVED DATA COLLECTION
Having smart meters that accurately record and automatically transmit usage 
data to the back-end system eliminates the need for roving meter readers. Data 
collection becomes both more efficient and more accurate, and billing becomes 
more precise. Readings can be taken more than once a month, with regular updates 
provided daily or even hourly. Real-time data also enables new billing structures, 
with rates based on time of day, or daily, instead of monthly, consumption.

LESS WASTE
The real-time data generated by smart meters helps identify problems with pinpoint 
accuracy, so repair crews can work more efficiently. With smart water meters, for 
example, leaks are easier to find and fix, so utilities can reduce their Non-Revenue 
Water (NRW) costs. The data generated by smart water and gas meters can also be 
used to support predictive maintenance programs, to lower operating costs even 
further.

BETTER DECISIONS
Sophisticated data analytics, made possible by back-end systems that process 
and analyze real-time usage information, give utilities deeper insights into how 
resources are used, for better decision-making and more effective long-term 
planning. Data analytics also make it easier to make strategic decisions about future 
investments and develop strong risk assessments as part of emergency-response 
planning.

ENHANCED CUSTOMER ENGAGEMENT
Customer-service agents can access real-time data when questions arise, making it 
easier to address complaints and resolve billing issues. At the same time, customers 
can use an app, on their smartphone, tablet, or computer, to monitor consumption 
patterns, down to the day or hour. By being able to evaluate their patterns and find 
ways to better manage their usage, consumers become part of conservation efforts 
and initiatives to increase sustainability.

Smart gas meters 
equipped with remote 
shutoff valves make 
utilities more responsive 
and keep people safe 
during emergencies

Household leaks waste as 
much as 1 trillion gallons 
a year in the U.S.

Source: U.S. Environmental 
Protection Agency, 2020

AMI ADDRESSES KEY 
CHALLENGES

 � More efficient meter reading

 � Analytics for improved 
operations

 � Improved customer service

SIERRA WIRELESS WHITE PAPER

2Start with Sierra  |  sierrawireless.com

https://www.sierrawireless.com


The Cellular IoT Advantage
In the past ten years, smart meters of all kinds – measuring electricity, gas, and 
water – have become a prominent part of the Internet of Things (IoT). Large-scale 
deployments are now in place worldwide, and growth is expected to continue as 
utilities continue to adopt the AMI approach. Cellular is an increasingly popular choice 
for smart-meter connectivity, for several reasons.

 � Global standards 
Cellular connectivity is a global standard that has been in place worldwide for 
more than three decades. It enjoys the support of a large ecosystem of partners, 
suppliers,  infrastructure providers, and professional services, as well as ongoing 
oversight by the 3GPP (3rd Generation Partnership Project) standards body. This 
makes it easier to develop metering technology that can be used in different cities, 
and even different countries.

 Just about anywhere you go in the world, there is a cellular connection available. 
In North America, Europe, and Asia Pacific in particular, there has been substantial 
investment to expand the cellular infrastructure used for smart-meter operations. 
Investment in private cellular networks, which offer dedicated service to utilities 
and other large-scale enterprises, are also increasing.

 Another consideration for cellular, in terms of being a worldwide standard, is that it 
is also widely used for emergency responses and critical infrastructure. As a result, 
cellular networks have minimal downtime, even during times of crisis.

 � Tailored for IoT   
Smart meters are low-power, low-bandwidth devices that often stay in the field 
for ten to twenty years. Cellular technology has, from its earliest days, met these 
requirements, and continues to do so as the standards evolve. The 3GPP has kept 
IoT connectivity in mind while evolving cellular standards, which means current 
and future cellular networks are designed to address the needs of large-scale 
deployments of low-power, low-data-rate devices like smart meters. 

 For example, the 3GPP’s 5G release of LTE-M and NB-IoT are fully backward 
compatible with existing deployments, so today’s installations that use the 
4G versions of LTE-M and NB-IoT can seamlessly upgrade to the 5G versions 
as service becomes available. The 5G versions of LTE-M and NB-IoT improve 
low-performance and increase capacity to meet the anticipated high-density 
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requirements of machine-to-machine operation on a truly massive scale. This 
category of connectivity, referred to by the 3GPP as massive Machine Type 
Communication (mMTC), is designed to support the hundreds of billions of smart 
sensors and other unmanned devices that are expected to join the IoT. Many of 
these IoT devices will support AMI operation for utilities. 

 Taken as a whole, cellular IoT in all its forms is expanding quickly, and will continue 
to gain momentum worldwide. The 2020 Ericsson Mobility Report anticipates 
that cellular IoT will grow from 1.5 billion connections in 2019, to 5.2 billion in 
2025, a CAGR of 23%.

 � Supported by proven IoT management systems 
As the number of cellular IoT deployments has continued to grow, so too have the 
options for managing devices and analyzing data. Utilities can now choose from 
a selection of proven back-end communication platforms to connect electricity, 
water, or a gas system to. When coupled with IoT management systems that 
provide a single point of control for deploying, updating, and analyzing device 
operation, the operations team can use the same dashboard to connect, 
disconnect, and troubleshoot devices wherever they’re deployed, and can also 
monitor downtime, usage, and other relevant metrics.

 As these IoT management systems support connection to back-end 
communication platforms, it is easier to make use of the data supplied by 
smart meters, for the purposes of improving operations, automating billing, and 
planning for future development. 

 IoT management systems also play an important role in maintaining security, 
by enabling over-the-air updates to devices already in the field. At the press of 
a button and without sending technicians into the field, individual devices or the 
entire deployment can be equipped with the latest protections or upgraded with 
new features. Over-the-air updates are especially useful when deployments 
are new, and still being installed, because changes can be made whenever and 
wherever issues arise. In addition, the size of the upgrade is optimized by the 
delta package and specific protocols for cellular LPWA technology, minimizing 
the power drained from the battery at the edge, and maintaining a smart meter 
lifecycle of 10 to 20 years.

 � Flexible expansion 
Small utilities with limited operating budgets can use cellular to deploy an AMI 
without having to build and maintain their own network. Smart meters can be 
deployed in phases, as budgets allow. Older meters can be replaced with new 
ones at any time because cellular offers a proven, secure, and readily available 
way to connect devices whenever and wherever they’re put in service. 

 Larger utilities, on the other hand, may actually want to establish and run their 
own networks, and cellular supports this approach, too. Connectivity often plays a 
mission-critical role in electricity, gas, and water operations and, as a result, many 
large-scale utilities are working to ensure they have full control over their cellular 
service. Private networks offer utilities enhanced security, guaranteed Quality 
of Service (QoS), and coverage for remote areas, and can also support the smart 
meters installed on customer sites.

FOTA update for security 
patches and low latency 
to manage alarms and 
actuators are critical 
for gas meters and 
infrastructures. 

Cellular IoT will grow from 
1.5 billion connections in 
2019 to 5.2 billion in 2025, 
a CAGR of 23%

Source: 2020 Ericsson 
Mobility Report 

Over-the-air updates keep 
smart meters current on 
features and security, 
without truck rolls
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 Recent developments make cellular a compelling choice for private networks. 
In 2020, the 3GPP standardized a feature that makes it easier to deploy within 
unlicensed spectrum. In the U.S., the unlicensed Citizen Band Radio Service 
(CBRS), operating at 3.5 GHz, is well suited for private-network operation to 
support organizations with critical communications requirements, including 
utilities. In Europe, the 450MHz spectrum is operated by a private operator to 
support critical infrastructure in electricity, gas, water in the Netherlands and 
Austria. In Germany, regulators will allocate this band beyond 2020 to support all 
critical infrastructure by private operators.

Sierra Wireless Delivers Cellular AMI
For more than 27 years, Sierra Wireless has made it easier to securely connect 
devices to the IoT and manage cellular deployments on a global scale. From 
an industry perspective, the utility market is one of our strongest areas. Our 
development teams focus on ways to enhance development and simplify 
deployment, by focusing on security, power, and automation. 

We supply everything needed to develop, deploy, and manage a secure smart 
metering solution with cellular LPWA technology. That includes integrated modules 
with built-in connectivity, network operations support to maximize uptime, and a 
management platform to optimize efficiency and reduce operational cost. 

 � One partner   
Our research shows that working with one supplier for everything – modules, 
connectivity, and management platform – can reduce operational and device 
management costs by up to 40%. There’s a single point of contact for support, 
from development to deployment and day-to-day operation. 

 � Best-in-class power performance 
Our cellular solutions are designed to deliver the lowest power operation needed 
to sustain devices in the field. We have found that we are able to extend the life 
of battery-powered meters by reducing battery replacement truck rolls by 80%. In 
particular, our Low-Power Wide-Area (LPWA) modules, the HL7800 and HL7802, 
are designed for use in battery-powered systems, and offer best-in-class energy 
ratings to extend battery life by between 5 and 10x. HL series modules are also 
built for harsh environments.
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 � Built-in connectivity services 
Our modules are pre-integrated with an embedded SIM for cellular connectivity, 
meaning they are ready to connect to our Smart Connectivity service. These 
modules simplify logistics, strengthen security, and reduce total cost of ownership, 
while offering the flexibility to support the best mix of features. We save you from 
having to select and manage cellular providers because we’ve already built a secure 
and resilient network of coverage, with redundant routes to multiple networks that 
eliminate local coverage gaps, wherever you operate. 

 In North America, our Enhanced Carrier Connectivity service optimizes your 
coverage in the US, Canada, and Mexico through offering multiple tier-1 carrier 
service plans on one invoice, minimizing service disruptions with competitive rate 
plans and cost saving features.

 � Optimized coverage 
Connectivity can be tailored to support whichever cellular technology is best for a 
given region. For example, smart meters can be designed with one global SKU, so 
a single design can be deployed in different regions, and can transition from one 
cellular standard to another, without doing major upgrades or sending trucks into 
the field.

 � Unified module and connectivity management platform 
Our management platform provides one comprehensive view and full API access 
to all your modules and SIMs, speeding development time, simplifying integration 
complexity, and making diagnosis and troubleshooting quick and easy. 

What About Security?
When it comes to protecting the water supply, safeguarding gas services, and 
ensuring the health and safety of the people who use these resources, the importance 
of security cannot be overstated. In the United States, the risk of cyberattack targeting 
utilities and other critical infrastructure is considered a top threat by several agencies, 
including the Federal Bureau of Investigation and the Department of Homeland 
Security. 

These same risks apply elsewhere, too, and make security a top-of-mind concern 
when deploying smart water and gas meters. That’s because smart meters are 
connected devices that can be used by hackers to gain entry to the broader network, 
where they can do harm by tampering with industrial control systems, disrupting 
operations, spreading malware, and more.

 We’ve found that working 
with one supplier reduces 
operational and device 
management costs by 
more than 20%

Our HL series modules 
deliver best-in-class 
power performance and 
are built for the harsh 
environments smart 
meters can experience
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About Sierra Wireless 
Sierra Wireless is the leading IoT solutions provider that combines devices, network and software to unlock value 
in the connected economy. Companies globally are adopting IoT to improve operational efficiency, create better 
customer experiences, improve their business models and create new revenue streams. Whether it’s a solution to 
help a business securely connect edge devices to the cloud, or a software/API solution to help manage processes 
associated with billions of connected assets, or a platform to extract real-time data to make the best business 
decisions, Sierra Wireless will work with you to create the right industry-specific solution for your next IoT endeavor. 
Sierra Wireless has more than 1,300 employees globally and operates R&D centers in North America, Europe  
and Asia. 

For more information, visit www.sierrawireless.com.
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Connect with Sierra Wireless on the IoT Blog at www.sierrawireless.com/iot-blog, on Twitter at @SierraWireless,  
on LinkedIn at www.linkedin.com/company/sierra-wireless and on YouTube at www.youtube.com/SierraWireless
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At Sierra Wireless, we are security experts, and consider our approach to security 
to be our key differentiator. For more than 27 years, our unwavering dedication to 
security and deep commitment to continuous improvement have helped us become 
and remain a leader in cellular IoT security. We are the only cellular IoT company with 
a comprehensive approach from device to network to cloud, and we follow a design 
process that reflects our deep knowledge of all points of vulnerability within that 
chain. 

For smart water and gas meters, we take a holistic view, considering every aspect 
of security from end to end. We build on the foundation provided by cellular itself, 
which uses mutual authentication to ensure only authorized devices gain access 
and encryption to protect data while in transit. We add layers of additional security 
mechanisms. That includes things like secure boot, which helps the device resist 
attacks and infections from malware, secure Firmware Over The Air (FOTA) updates, 
to ensure that update images are legitimate and coming from a trusted source, and 
Authentication Vectors (AVs), which add an extra layer of protection to the mutual 
authentication process with the IoT platform. 

Start with Sierra
Sierra Wireless is a leading provider of connected metering technology, and there 
are tens of millions of devices around the world using our technology. 

Smart water and gas meters help utilities conserve resources and reduce operating 
costs. Cellular technology, with its reliability, flexibility, and security, offers long-
lasting solutions that can be deployed quickly, and cost-effectively. Cellular 
technology, with its reliability, flexibility, and security, offers long-lasting solutions 
for smart meters that can be deployed fast, and at a low cost. 

We have participated in the development of many IoT standards and protocols, 
and are deeply committed to cellular IoT. We will continue to play a leading role in 
shaping the future of smart metering. 

A partnership with Sierra Wireless lets you fast-track your deployment, saving time 
and effort in development while ensuring a secure, resilient, and responsive network 
of smart meters that deliver on the promise of AMI.

Take the Next Step
To learn more about how Sierra Wireless enables cellular AMI for water and gas 
utilities, visit us at www.sierrawireless.com/SmartMetering.

Sierra Wireless has been 
protecting connectivity 
for more than 27 years
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