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BlueKeep

- Windows®RDPIZ 3513 B 5514 (CVE-2019-0708)
e BRI —Y TR TEUE— bI— ROFETHITHOND
- BB DPCHREE DR EZZ (T DR
« WindowsDEZIDOSH XTER
- Windows 7
- Windows Server 2008/R2

- Windows XP/Embeded
- Windows Server 2003ARM 32/64

« WannaCrydDgE3¥k

https://ip.tenable.com/blog/critical-remote-code-execution-vulnerability-cve-2019-0708-addressed-in-patch-tuesday-updates
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YA R—tFa YT+ BEHA 4>
Ver 2.0
Download all CIS Controls (PDF & Excel) -

Click on a CIS Control below to learn details
Basic CIS Controls
1. Inventory and Control of Hardware Assets
2. Inventory and Control of Software Assets
3. Continuous Vulnerability Management >

B - BMAE English YA Iy ‘ AXA ‘ Xy X%EINE K .

4. Controlled Use of Administrative Privileges RIREXY

5. Secure Configuration for Hardware and Software on Mobile Devices, Laptops, Work
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YAN— 1IN - EF2VT 1 WEIL—LT—Y (CPSF) ZRELE LK

20195448188
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Tenable Network Securitylc DU\

S AV 2002 (BAREANIF201455%37)

At A)—=Z>RNIO>ET
KEPHFHEE. Amazon. Google. Microsoft, Apple. VMware,
Cisco. IBM. Oracle. Twitter. Salesforce. Bank of AmericaZ.
1654 EIL_ET24,000 F DB EH — e i
Global 20001F2£(D25% L £, Fortune 5001R#m54%h 71 .
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APII%7% (AWS,Azure, GCP)

tenable.io | Vulnerability Management > Assets

Assets

Filters

U
U
-}

S

AL tenable.io

c2-52-15-46-210.us-east-2.compute.ama...
ip-10-10-1-145

ip-10-10-1-166.ec2.internal

ip-10-10-1-180

ip-10-10-1-190

ip-10-10-1-40

ip-10-10-1-46

ip-10-10-2-134

©
©
©
©
©
©
©
©
©

ip-10-10-2-137.ec2.internal

52.15.46.210

10.10.1.145

3.84.41.29

10.10.1.180

52.87.53.43

10.10.1.40

18.234.79.247

10.10.2.134

34.224.213.14

Clear All Filters

Linux

Linux Kernel 4.4.0-1075-aws on Ubuntu 16.04

Linux Kernel 3.10.0-957.1.3.el7.x86_64 on CentOS Linux release 7.6.1810 (Core)
Linux Kernel 4.14.88-72.73.amzn1.x86_64 on Amazon Linux AMI

Linux Kernel 4.14.77-70.59.amzn1.x86_64 on Amazon Linux AMI

Linux Kernel 4.14.88-72.73.amzn1.x86_64 on Amazon Linux AMI

Linux Kernel 3.16.0-4-amd64 on Debian 8.7

Linux Kernel 3.16.0-4-amd64 on Debian 8.7

Linux Kernel 3.10.0-957.1.3.e17.x86_64 on CentOS Linux release 7.6.1810 (Core)

08/12/19

08/12/19

08/12/19

08/12/19

08/12/19

08/12/19

08/12/19

08/12/19

08/12/19

AWS LD EE
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CVSS<L(d

e Common Vulnerability Scoring System & (&
o HBAESSIEEHIES AT LD E, ITREDTEF 1 S + MESsEDiRA =2 51t
. EIBAMKIIFIRST, FIRST-SIG THARNESENTON TS

e CVSSTIIRDIDDEAETHeS |+ 54

- EARFHIELE (Base Metrics) =)
- IREHIHEZE (Temporal Metrics) Sl NVDYIVN(CESE/R U

. IEESTEE%E (Environmental Metrics) == [NNVBARININREE 728

e CVSSAR—ZRIF D&% (v2,v3iLiE)
+ CVSS EAME = ((0.6xSEE)+(0.4xINEBSM)-1.5) x (S L)

o ~

Impact Score Exploitability Score
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EERDHI - CVE 2018-17182

Dynamic Nature of Predictive Prioritisation: CVE-2018-17182
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7 \ , 'inthe wild' ‘ V P R
. . threat declines —
6 POC exploit is " darkweb a ctivity ' CV S S

publicly available
surfaces again
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| CVE is published on -
a NVD on Sep 15th
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2018 (CERA=N/ZHESE % Top5

CVSSv2 Score CVSSv3 Score Tenable

(Acccording to NVD) (Acccording to NVD) (Vulnerability Priority Rating)
CVE-2018-8174 1.6 1.5 9.9
CVE-2018-4878 1.5 9.8 9.5
CVE-2017-11882 9.3 1.8 9.9
CVE-2017-8750 7.6 1.5 9.4
CVE-2017-0199 9.3 1.8 9.9

Otenable

Extracted from the Recorded Future Report “Top Ten Vulnerabilities of 2018” 03/19/19
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Statistics ©

VULNERABILITIES

3.6k

SEVERITY ASSETS

. 028

1.9k High

Vulnerability Priority Rating (VPR)

NEWLY DISCOVERED SCANS (LAST 90 DAYS)

2.5«

SUCCESS

999% successful

1% railed

0O Last7 Days

5 Last 30 Days

Vulnerability Trending ©

RATING 10.0-9.0

330

503

RATING 8.9-7.0 RATING 6.9-4.0

12k

10k ,
RATING 3.9-0.1 8k

6k

548 :t

-90D -72D

A7V T DRBLETRD

B¥k 7 SR O] HE

Scan Coverage

410

Assets

LAST 90 DAYS
Authentic
Unauther

4% Detected O

y ||
v
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4

-36D

-18D

VPR Key Drivers
8 to 30 days
61 to 180 days

5.9

High

High




Step3 API/SDKZ{ERUZiiE

Otenable



Otenable

Get Started
Navigate the APIs
Read the Docs

Try It!

Tenable Platform
Session

Users

Groups

Connectors

Vulnerability Management
Access Groups
3 Create access group
3D List access groups
Update access group
@D Delete access group

EZD Get access group details

HEAERTYA b

LiTaLlT aLLcod givup

Creates an access group.

Requires ADMINISTRATOR [64] user permissions. See Permissions.

m https://cloud.tenable.com/access-groups

Python

requests

url = "https://cloud.tenable.com/access-groups"

headers = {

‘accept’': "application/json”,

'content-type': "application/json"

}

response = requests. st("POST", url, headers=headers)

(response.

https://developer.tenable.com/
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ServieNow & DS

( )tenable.sc Discover/Assess

tenable @

Validate . :
tenable 5835 Synchronize
Qtenable.?
Remediate servicenvw Prioritize

securityoperations
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https://jp.tenable.com/products/tenable-io/evaluate
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